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NEXTGEN SOAR HAS ARRIVED.

D3 NextGen SOAR with MITRE ATT&CK is the industry’s #1 vendor-agnostic security orchestration, 
automation, and response (SOAR) platform with 300+ integrations, low-code/no-code playbooks, 
and automated correlation of attacker techniques.
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EVERYTHING YOU NEED. 

With Security Incident Response, Security Orchestration and Automation, and Threat Intelligence 
in one platform, D3 provides an all-in-one solution for SOCs and CSIRTs.

D3 brings these capabilities together, dramatically improving the speed, efficiency, 
and accuracy of security operations, incident response, and threat hunting. 

Incident/case management

Workflows and SOPs

Searchable database

Collaboration and access control 

SECURITY INCIDENT RESPONSE

SIRPs

TI integration/aggregation

Alert enrichment

TTP correlation/threat scoring

TI visualization

THREAT INTELLIGENCE

TIPs

Integration and orchestration 

Playbook automation

Playbook agility/scalability

Kill chain/TTP visualization

SECURITY ORCHESTRATION AND AUTOMATION

SOA
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NextGen SOAR was developed by and for security professionals, to reduce SOAR’s operational 
burden and keep pace with the next generation of fast-moving and evasive threats.

WHAT IS NEXT-GENERATION SOAR?

HOW’D WE DO IT?

D3’s SOAR experts worked with a council of security leaders who had operated competitive SOAR 
products as well as previous versions of D3.

The result was deep insight into how “SOAR 1.0” is used in Enterprise and MSSP environments. 
With the council’s help, D3 developed a SOAR product that enhanced valuable existing features 
and addressed problem areas identified with SOAR 1.0.

On the next page are common complaints regarding playbook management, kill chain context, and 
integration usability, which are three areas in which NextGen SOAR provides a vastly superior solution.
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BUILDING, UPDATING, AND MANAGING PLAYBOOKS 
TAKES TOO MUCH TIME AND EFFORT. ”

INVESTIGATING IS DIFFICULT BECAUSE SECURITY 
EVENTS ARE PRESENTED SEPARATELY, WITHOUT 
TACTICAL CONTEXT.”

MY SOAR PLATFORM ISN’T AS VENDOR-NEUTRAL 
AS I WAS TOLD IT WOULD BE”

SOAR 1.0 COMPLAINT

SOAR 1.0 COMPLAINT

SOAR 1.0 COMPLAINT

NEXTGEN SOAR UPGRADE

NEXTGEN SOAR UPGRADE

NEXTGEN SOAR UPGRADE

NextGen SOAR has a codeless playbook editor with drag-and-drop integrations and 
actions. You don’t need Python experts or expensive consultants to create or edit 
workflows, and you can easily replace tools or data sources, and scale changes across 
all or some of your playbooks.

NextGen SOAR correlates events using the MITRE ATT&CK Matrix to build out the 
“kill chain” of cyberattacks, enabling more efficient and focused investigations.  
NextGen SOAR also presents events in an ATT&CK-based dashboard, providing high-
ly contextualized, at-a-glance management of threats against your environment.

NextGen SOAR is the most widely used vendor-neutral SOAR platform. With 300+ 
integrations and a 100% focus on SOAR, D3 maintains fully featured integrations and 
strong client-focused relationships with vendor-partners. 

“ 

“ 

“ 
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SOC AUTOMATION & INTEGRATION

D3 integrates with more than 300 tools, including SIEM, threat intelligence, ticketing, firewall, 
endpoint protection, and other systems, so you can consolidate signals, manage tasks, and act on 
insights from a single  pane of glass. D3 uses these integrations to automate actions across your 
environment, gathering data and orchestrating playbooks with no user intervention required for 
rote tasks.

EVENT ENRICHMENT

By the time you see an event in D3, it has already been enriched with contextual data from threat 
intelligence platforms, past incidents, and the MITRE ATT&CK matrix (or other TTP framework). 
This allows you to make quick, well-informed decisions that eliminate false positives and zero in 
on genuine threats.

KEY USE CASES.
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INVESTIGATION MANAGEMENT 

Serious security incidents like data breaches require thorough investigations that extend beyond 
simple remediation to address their full implications. D3 gives you the tools you need to close inci-
dents and address their root causes. With D3 you can escalate incidents and group them together 
into cases to collaborate with colleagues, conduct link analysis, build out timelines, and even loop 
in other teams, such as Compliance, Legal, and HR.

CLOUD SECURITY ORCHESTRATION

Most organizations now host some of their systems and data in the cloud, which complicates their 
security with gaps and redundant toolsets. D3 can orchestrate across cloud and local environments 
seamlessly, enabling automated response to complex threats such as cryptojacking.

AWS CloudTrail ITSM

Network Security

Data Enrichment

ITSM

SIEM

SIEM

SIEM

SIEM

SIEM

SIEM

ITSM

ITSM

ITSM

ITSM

Network Security

Network Security

Network Security

Network Security

Network Security

SIEM Sumo Logic

McAfee Advance Threat Defense

McAfee Advance Threat Defense

McAfee Advance Threat Defense

McAfee Advance Threat Defense

McAfee Advance Threat Defense

Google Cloud

Google Cloud

Google Cloud

Google Cloud

Google Cloud

Datadog

Datadog

Microsoft Azure

Microsoft Azure

Microsoft Azure

Microsoft Azure

Amazon

Amazon

Amazon

AWS EC2

AWS S3

Azure Blob

Azure REST

Azure Security Center

Azure Sentinel

Datadog APM

Datadog Security Monitoring

Google Chronicle

Google Cloud Compute

Google Cloud DLP

Google Cloud Storage

Google Resource Manager

McAfee MVISION CASB

McAfee MVISION Secure Web Gateway

McAfee MVISION Container Security

McAfee MVISION ePO

McAfee MVISION Insights

SumoLogic SIEM
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PHISHING INCIDENT RESPONSE

For most SOCs, phishing attempts are the most common security incident. D3 streamlines and 
automates phishing response by monitoring phishing inboxes, extracting the IOCs from flagged 
messages, and correlating against integrated threat intelligence sources. If the message is con-
firmed to be malicious, D3 orchestrates a response action to isolate affected endpoints, block the 
URL, notify employees, and more.
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Customers rely on SOAR for their integrations, which is why NextGen SOAR integrates with 300+ 
products, ranging from SOC and InfoSec tools, to IT forensics, DevOps, cloud operations, physical 
security, privacy and more. Our breadth of integrations ensures that you will be able to leverage 
your entire tech stack—without compromise. Out-of-the-box integrations are “codeless”, mean-
ing they can be set up in just a few clicks.

FEATURED PARTNERS

We have established technology partnerships that ensure our certified integrations are always fully 
featured and easy to leverage. These featured integrations include:

INTEGRATIONS.

SIEM, threat intelligence, endpoint protection, and network security

Endpoint protection, network security, malware analysis, 
and threat intelligence.

Cloud security and 
application monitoring

Firewall, SIEM, 
and more

Endpoint protection

Cloud SIEM

Network security

Threat intelligence

Endpoint protection, email security, threat protection, data loss prevention, 
and more.

Graph Security API, Azure cloud security tools, Exchange, and more.  
D3 is a member of the Microsoft Intelligent Security Association.
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BENEFITS AND CAPABILITIES.

Enable a SOC Workbench

• Single platform for the SOC

• Monitor, ingest and enrich events; convict incidents

• Trigger remediation playbooks

• Manage tasks and cases

See Beyond 
Individual Events

• Put events in kill chain context

• Focus SOC resources on riskier 
events (e.g. those closest to net-
work access, data access)

• Leverage MITRE ATT&CK to better 
prioritize events and assignments

• Use MITRE ATT&CK to understand 
the weak points in your security

Identify the Root 
of the Problem in 
Seconds

• Reveal the who, what, where, 
and when of security threats

• Visualize relationships between 
entities and IOCs

• Enable timelines, link analysis, 
and storylines

• Drill down on elements to reveal 
the source event/data
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Build Consistent, 
Automated, Scalable 
Processes

• Guide analysts, boost productivity

• Eliminate costly busy work and 
workarounds

• Create custom workflows or use 
built-in libraries

• Grow your SOC processes seam-
lessly as your organization grows

• Easily onboard new analysts and 
processes

Make Working 
Together Easy

• Collaboration made easy

• Access controls

• Automatically route  
notifications and updates

• Make sure everyone is working  
off the latest information

• Stay aligned
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D3 NextGen SOAR is the ideal platform for MSSPs who want to increase profit margins, streamline 
their operations, and enhance their offering to clients. D3’s multi-tenancy and robust access con-
trols make it easy to securely segregate each client’s data and workflows for easy management of 
multiple environments.

Playbooks and reports can be applied to individual clients, groups of clients, or scaled across all 
clients. This allows for complete customization when necessary while supporting efficient bulk 
deployment that eliminates redundant work.

D3 is a valuable tool whether the MSSP is fully or partially managing a client’s security, because D3 
aggregates data and orchestrates actions across the entire security stack, regardless of whether 
the MSSP has direct access to every tool. This closes gaps in security workflows and reduces the 
reliance on communication between the MSSP and the client’s internal security team.

ADVANTAGES FOR MSSPs.
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CODELESS PLAYBOOKS

D3’s playbooks are the heart of the platform, with fully customizable workflows that automate tasks 
and coordinate actions across your tools and workforce.

The visual canvas allows users to simply drag and drop automated actions and manual steps into 
their workflows, with no coding required. This eliminates most of the time and expense required 
to create and maintain playbooks, which is a huge hidden cost for most SOAR platforms.

Nested playbooks make the visual canvas even simpler by enabling smaller automated sequences 
to be dropped into playbooks as a single step.

Where most SOAR playbooks end, D3’s full-lifecycle playbooks keep going to standardize the 
complete investigation, ensuring efficient, compliant, and legally sound procedures are applied to 
sensitive matters like insider threats, regulatory issues, and digital evidence management.

KEY FEATURES.
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MITRE ATT&CK

Understanding what your adversaries are trying to do empowers you to get a step ahead and dis-
rupt their attacks. D3 uses the MITRE ATT&CK Matrix, the world’s largest knowledgebase of cyber 
adversary tactics, techniques, and procedures (TTPs), to make sense of threats and vulnerabilities.

All events go through TTP correlation against MITRE ATT&CK. Instead of deciphering the raw 
event data, D3 users immediately know what technique is being used against them, how it con-
nects to a larger objective, and how to stop it.

The Monitor Dashboard gives analysts the perfect “at-a-glance” home screen from which to monitor 
the occurrence of TTPs in their environment. Other screens provide detailed lists of the indicators 
and artifacts extracted from those events, along with a map view representing their source locations.

DISCOVERY

Account Discovery

Application Window Discovery

Browser Bookmark Discovery 

Domain Trust Discovery

File and Directory Discovery

Network Service Scanning

Network Share Discovery

Password Policy Discovery

Network Sniffing

Peripheral Device Discovery

Permission Groups Discovery

Process Discovery

Query Registry

Remote System Discovery

Security Software Discovery

System Information Discovery

System Network Configuration Discovery 

System Network Connections Discovery 

System Owner/User Discovery

System Service Discovery

System Time Discovery

Virtualization/Sandbox Evasion 

CREDENTIAL ACCESS

Network Sniffing

Account Manipulation

Bash History

Brute Force

Credential Dumping

Credentials in Files

Credentials in Registry

Exploitation for Credential Access

Forced Authentication

Hooking

Input Capture

Input Prompt

Kerberoasting

Keychain

LLMNR/NBT-NS  Poisoning and Relay

Password Filter DLL

Private Keys

Securityd Memory

Two-Factor Authentication Interception

DEFENSE EVASION

Access Token Manipulation

BITS Jobs

Binary Padding

Bypass User Account Control

CMSTP

Clear Command History

Code Signing

Compile After Delivery

Compile HTML File

Component Firmware

Component Object Model Hijacking

Control Panel Items

DCShadow

Deobfuscate/Decode Files or Information

Disabling Security Tools

DLL Side-Loading

Execution Guardrails

Exploitation for Defense Evasion

Extra Window Memory Injection

File Deletion

File Permissions Modification 

File System Logical Offsets

Gatekeeper Bypass

Group Policy Modification

Hidden Files and Directories

Hidden Users

Hidden Window

HISTCONTROL

Indicator Blocking

Image File Execution Options Injection

Indicator Removal from Tools

Indicator Removal on Host

Indirect Command Execution

Install Root Certificate

InstallUtil

Launchctl

LC_MAIN Hijacking

Masquerading

Modify Registry

Mshta

Network Share Connection Removal

NTFS File Attributes

Obfuscated Files or Information

Port Knocking

Plist Modification

Process Doppelgänging

Process Hollowing

Process Injection

Redundant Access

Regsvcs/Regasm

Regsvr32

Rootkit

Rundll32

Scripting

Signed Binary Proxy Execution 

Signed Script Proxy Execution

SIP and Trust Provider Hijacking

Software Packing

Space after Filename

Template Injection

Timestomp

PRIVILEGE ESCALATION

Access Token Manipulation

Bypass User Account Control

DLL Search Order Hijacking

Dylib Hijacking

Accessibility Features

AppCert DLLs

AppInit DLLs

Application Shimming

Extra Window Memory Injection

File System Permissions Weakness

Hooking

Image File Execution Options Injection

Launch Daemon

New Service

Path Interception

Plist Modification

Port Monitors

Process Injection

SID-History Injection

Scheduled Task

Service Registry Permissions Weakness

Setuid and Setgid

Startup Items

Sudo Caching

Sudo

Valid Accounts

Web Shell

Exploitation for Privilege Escalation

PERSISTENCE

DLL Search Order Hijacking

Image File Execution Options Injection

Plist Modification

Valid Accounts

Accessibility Features

AppCert DLLs

AppInit  DLLs

Application Shimming

Dylib Hijacking

File System Permissions Weakness

Launch Daemon

Launchctl

Local Job Scheduling

New Service

Path Interception

Port Monitors

Service Registry Permissions Weakness

Setuid and Setgid 

Startup Items

Web Shell

.bash_profile and .bashrc

Account Manipulation

External Remote Services

Hidden Files and Directories

Hypervisor

Kernel Modules and Extensions 

Launch Agent

LC_LOAD_DYLIB Addition

LSASS Driver

Login Item

Logon Scripts

Modify Existing Service

Netsh Helper DLL

Office Application Startup

Port Knocking

Rc.common

Redundant Access

Registry Run Keys/Startup Folder 

Re-Opened Applications

Screensaver

Security Support Provider

Shortcut Modification

SIP and Trust Provider Hijacking

System Firmware

Systemd Service

Time Providers

Trap

Windows Management 
Instrumentation Event Subscription 

Winlogon Helper DLL

Hooking

Authentication Package

BITS Jobs

Browser Extensions

Change Default File Association 

Component Firmware

Component Object Model Hijacking

Create Account

Bootkit

EXECUTION

Scheduled Task

Launchctl

Local Job Scheduling

LSASS Driver

Trap

AppleScript

CMSTP

Command-Line Interface

Compiled HTML File

Control Panel Items

Dynamic Data Exchange

Execution through API

Execution through Module Load 

Exploitation for Client Execution 

Graphical User Interface

InstallUtil

Mshta

PowerShell

Regsvcs/Regasm

Regsvr32

Rundll32

Scripting

Service Execution

Signed Binary Proxy Execution 

Signed Script Proxy Execution 

Source

Space after Filename

Third-Party Software

Trusted Developer Utilities

User Execution

Windows Management Instrumentation 

Windows Remote Management 

XSL Script Processing

External Remote Services

Drive-by Compromise

Exploit Public-Facing Application 

Hardware Additions

Replication Through Removable Media 

Spearphishing Attachment

Spearphishing Link

Spearphishing via Service

Supply Chain Compromise

Trusted Relationship

Valid Accounts

INITIAL ACCESS LATERAL MOVEMENT

AppleScript

Application Deployment Software 

Distributed Component Object Model

Exploitation of Remote Services

Logon Scripts

Pass the Hash

Pass the Ticket

Remote Desktop Protocol

Remote File Copy

Remote Services

Replication Through Removable Media 

Shared Webroot

SSH Hijacking

Taint Shared Content

Third-Party Software

Windows Admin Shares

Windows Remote Management

COLLECTION

Audio Capture

Automated Collection

Clipboard Data

Data from Information Repositories

Data from Local System

Data from Network Shared Drive 

Data from Removable Media

Data Staged

Email Collection

Input Capture

Man in the Browser

Screen Capture

Video Capture

IMPACT

Data Destruction

Data Encrypted for Impact

Defacement

Disk Content Wipe

Disk Structure Wipe

Endpoint Denial of Service

Firmware Corruption

Inhibit System Recovery

Network Denial of Service

Resource Hijacking

Runtime Data Manipulation

Service Stop

Stored Data Manipulation

Transmitted Data Manipulation

EXFILTRATION

Automated Exfiltration

Data Compressed

Data Encrypted

Data Transfer Size Limits

Exfiltration Over Alternative Protocol

Exfiltration Over Command 
and Control Channel

Exfiltration Over Netowrk Medium

Exfiltration Over Physical Medium

Scheduled Transfer

Connection Proxy

Data Encoding

Data Obfuscation

Domain Fronting

Fallback Channels

Multi-Hop Proxy

Port Knocking

Remote File Copy

Web Service

COMMAND AND CONTROL

Commonly Used Port

Communication Through Removable Media

Custom Command and Control Protocol 

Custom Cryptographic Protocol 

Domain Generation Algorithms

Multi-Stage Channels

Multiband Communication

Multilayer Encryption

Remote Access Tools

Standard Application Layer Protocol

Standard Cryptographic Protocol

Standard Non-Application Layer Protocol

Uncommonly Used Port
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CASE MANAGEMENT

D3 goes beyond simple triage to manage larger cases and investigations. Related incidents can 
be grouped together into cases, where the connections between them can be revealed through 
link analysis, timelines, and correlations across the artifacts database.

D3 extends case management to digital forensics use-cases, with evidence tracking and 
chain-of-custody capabilities for digital and physical artifacts.
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REPORTING AND ANALYTICS

Having visibility into your security operations is the best way to make continuous improvements 
and identify problem areas. 

D3 provides a comprehensive set of SOC metrics that can be compared against predetermined 
benchmarks, including average response times, number of incidents by type or timeframe, and 
open and closed tickets for each analyst.

All of the many fields in D3 can be reported on, enabling custom dashboards, charts, trend re-
ports, and summaries. Reports can be automated, scheduled, and shared securely, with the ability 
to save custom reports for reuse. 

Because D3 eliminates data silos and aggregates security data from the entire infrastructure, it also 
makes compliance reporting much easier. Compliance reporting templates for common reports 
are even provided in the system.
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INTERNATIONAL BANK

This international bank conducted a review of its processes and determined that it needed a 
new technology solution to the challenges posed by the volume of cyberthreats facing its SOC 
combined with the burden of documentation and collaboration inherent in the financial industry.

CHALLENGE

Ad hoc and manual processes created enrichment and 
remediation bottlenecks. 

Disparate tools made it difficult for the SOC to coordinate 
with other teams.

Complex investigations were too slow to keep pace with 
sophisticated attackers.

SOLUTION

D3 reduced the bank’s MTTR by 93% for key incident types by 
automating steps and orchestrating intelligence gathering.

D3 provided case management and data protection controls that 
facilitate cross-departmental ownership and accountability within 
cases, regardless of team or location.

D3 reduced the time to complete a data breach investigation 
from 44 hours to 26 minutes by centralizing the functions of 15 
separate tools onto one interface.

THROUGH D3, WE HAVE COMPLETELY ELEVATED OUR 
SECURITY ORCHESTRATION, INCIDENT RESPONSE, 
AUDIT, AND COMPLIANCE CAPABILITIES.” 

“ 

— The Bank’s Chief Security Officer

CUSTOMER STORIES.
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APAC-BASED MSSP

This MSSP provides outsourced IT and managed security services to energy, finance, government, 
manufacturing, and telecom organizations. Its SOC manages day-to-day security operations, while 
its 40-analyst CSIRT is responsible for incident remediation for approximately 50 clients. Before 
D3, the MSSP had another SOAR solution in place, but found that platform could not meet their 
automation, reporting, and scalability needs.

CHALLENGE

Ad hoc and manual processes created enrichment and 
remediation bottlenecks. 

Disparate tools made it difficult for the SOC to coordinate 
with other teams.

Complex investigations were too slow to keep pace with 
sophisticated attackers.

SOLUTION

D3 reduced the bank’s MTTR by 93% for key incident types by 
automating steps and orchestrating intelligence gathering.

D3 provided case management and data protection controls that 
facilitate cross-departmental ownership and accountability within 
cases, regardless of team or location.

D3 reduced the time to complete a data breach investigation 
from 44 hours to 26 minutes by centralizing the functions of 15 
separate tools onto one interface.

THE D3 SOAR PLATFORM HAS SCALED EFFECTIVELY 
TO HELP AUTOMATE AND ORCHESTRATE SECURITY 
OPERATIONS AND INCIDENT RESPONSE ACROSS 
MULTIPLE SIEMS, THREE TEAMS OF ANALYSTS,  
AND DOZENS OF BLUE-CHIP LEVEL CUSTOMERS.” 

“ 

— The MSSP’s CSIRT Leader
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WE’RE HERE TO HELP
D3 Security’s SOAR platform empowers many of the world’s most 
complex organizations with a full-lifecycle solution to standardize, 
automate, and accelerate incident response and case management 
processes to reduce risk and combat threats.

D3 SECURITY

www.d3security.com 

SALES CONTACT

1-800-608-0081 (Ext. 2)
sales@d3security.com

FOLLOW US

http://www.d3security.com
mailto:sales%40d3security.com?subject=
https://www.facebook.com/D3Sec/
https://www.linkedin.com/company/d3-security-management-systems
https://www.twitter.com/D3Security

